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Dear Ms. Dortch:

Telephone: (770) 232-9200
Facsimile: (770) 232-9208

Email: lsteinhart@telecomcounsel.com

Pursuant to 47 C.F.R. § 64.2009(e), Jivetel Communications, LLC hereby submits
its Annual 64.2009(e) CPNI Certification.

If you have any questions or if I may provide you with additional information,
please contact me at the above address, e-mail or telephone number. Thank you for your
attention to this matter.

La l~ Steinhart
Attorney for
Jivetel Communications, LLC

Enclosures
cc: Israel Fleischer
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I, Israel Fleischer, Member ofJivetel Communications, LLC, certify that I am an officer
of the company named above, and actiug as an agent of the company, that I have personal
knowledge that the company has established operating procedures that are adequate to
ensure compliance with the Commission's CPNI rules. See 47 C.F.R § 64.2001 et seq.

Attached to this certification as Exhibit "A" is an accompanying statement explaining
how Jivetel Communications, LLC's procedures ensure that the company is in
compliance with the requirements set forth in Section 64.200 I et seq. of the
Commission'. rulcs.

Name; Israel Fleischer
Title: Member

FCC Annual Filing
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Jivetel Communications, LLC has not taken any actions (proceedings instituted or
petitions filed by a company at either state commissions, the court system, or at the
Cummission against data brokers) against data brokers in the past year. Companies must
repoft on any information that they have with respect to the processes pretcxters are using
to attempt to access ePN I. , and what steps companies nre taking to protect CPNI.

Jivetel Communidtions, LLC has not received any customer complaints in the
past year concerning the unauthorized release ofCPNI (number ofcustomer complaints a
company has received relat¢d to unauthorized a,ccess to CPNI, or unauthurh:;~u di:sdolSUftj
ofCPNI, broken down by category or complaint, e.g., instances of improper access by
employees, instances of improper disclosure to individual~ not authorized to receive the
information, or instances of improper access to online information by individuals not
authorized to view the information).

Signed ~'-{~
Isro.•1Fleischer, Member

~'I.:t.: A1'lnua.l. FLUng



Annual 47 C.F.R. § 64.2009(e) CPNI Certification
EB Docket 06-36

Exhibit A

Jivetel Communications, LLC

Compliance Requirements



Jivetel Communications, LLC
2 Stag Court

Suffern, New York 10901

Compliance Requirements

Jivetel Communications, LLC ("Company") maintains the following operating procedures to ensure compliance with
the requirements set forth in Section 64.2001 et seq. of the Commission's rules.

Section 64.2005 Usc of customer proprietary network Information without customer
approval.

•

(a) Any teleconanwlications carrier may us., disclose, or permit access to CPNI for the purpose of
provWing or marketing service offerings among the categories of service (i.e., local, interexch»nge, and
CMRS) to which the customer already subscribes from the same carrier, witi,out customer approval.

(I) If a telecommunications canier provides different categories of service, and a customer
subscribes to more lhan one category of service offered by the carrier, the carrier is permitted to share
CPNI among the carrier's affiliated entities that provide. service offering to the customer.

(2) If a telecommunications canier provides different categories of service, but a customer does
not subscribe to more than one offering by the carrier, tbe carrier is not permitted to share CPNI with its
affiliates, except as provided in §64.2007(b).

(b) A telecommunications carrier may not use, disclose, or permit acees. to CPNI to market to a
·customer service offerings that are within a category of service to Which the subscriber does not already
subscribe from that carrier, uniess tbat cmicr has customer approval to do so, except as descnoed in
paragraph(c) of thls section.

(I) A wireless provider may use, disclose, or permit acoe.s to CPNI derived from its provision of
CMRS, without customer approval, for the provision of CPB and information service(s). A wireline carrier
may u.e, disclose or permit access to CPNI derived from its provision of local exchange service.or
interexcbange service, without customer approval, for lhe provision of CPE and cali answering, voice mail
or messaging, voice storage and re~'ievat servioes, fax store and forward. and protocol conversion.

(2) A teieconanunicatIons carrier may not use, disclose, or pennit acce,s to CPN! to identify or
track customel~ that cali competing service providers. For example, a local exchange carrier may not use
local service CPNI to track ali customers that cal! local service competitors.

(c) A telecommunications carrier may use l disclose) or permit access to CPNr~ without custom~r

approval, as described in this paragraph (c).

(1) A teJeconununications carder may use, disclose, or permit access to CPNl, without customer
approval, in its provision of inside wiring installation, maintenance, and repair services.

(2) CMRS providers may use, disclose, or pennit access to CPNI for the purpose of conducting
research ou the health effects ofCMRS.
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(3) LECs, CMRS providers, and intercounected VolP providers may use CPNI, without customer
approval, to market services formerly known as adjunct-to-basic services, such as, but not limited to, speed
dialing, computer-provided directory assistance, call monitoring, call tracing, call blocking, call return,
repeat dialing, call tracking, call waiting, caller l.D., call forwarding, and certain Centrex features.

(d) A telecommunications carrier may usc, disclose, or permit access to CPNI to protect the rights
_______._~.r.P.roEerly..?fthe~ier, or to protect ~sers ofthose services and other carriers from fraudulent, abusive, or

unlawful use of, or SUbscription to, such services.

The Company has adopted specific CPN1 policies to ensure tltat, ill the absellce of customer approval,
CPNl Is only used by tlte Company to provide or market service offerings among tlte categories of
service (Le., local, interexcllange, and CMRS) to wltlch the customer already subscribes. Tlte
Company's CPNl policies prohibit the sltnrlng of CPNlwitlt affiliated companies, except as permitted
under Rule 64,2005(0)(1) or with customer approval purmant to Rule 64.2007(b). The only exceptiom
to these policies are as permitted under 47 U.S.c. § 222(d) and Rule 64.2005.

Section 64.2007 Approval required for use of customer proprietary network information.

Ca) A telecommunications carrier may obtain approval through written, oral or electronic
methods.

(1.) A telecommunications carrier relying on oral approval shall bear the burden of demonstrating
that such approval has been gIven in compliance with the Commission's rules in this part.

(2) Approval or disapproval to use, disclose, or permit access to a customer's CPNI obtained by a
telecommunications catTier must remain in effect until the customer revokes or limits such approval or
disapproval.

(3) A telecommunications carrier must maintain records of approval, whether oral, written Or
electronic, for at least one year.

III all circumstallces where customer approval is required to use, disclose orpermit access to CPNl, tlte
Company's CPNlpolicies require that tlte Compally obtain customer approval through written, oral or
electronic methods III compliance witlt Rule 64.2007. A customer's approval or disapproval remains in
liffect IWtil the customer revokes or limits the approval or disapprovaL The Company maintains records
ofcustomer approval (whether written, oral or electrO/lic) for a minimum ofaileyear.

(b) Use ofOpt-Out and Opt-In Approval Processes. A teleeonununications carrier may, subject
to opt-out approval or opt·in approval, use its customer's individually identifiable CPNI for the pillpose of
marketing communications-related services to that customer. A telecommunications carrier may, subject to
opt-out approval 01' opt-hI approval, disclose its customer's hldividually identifiable ePNl, for the pmpose
of marketing counllunications-related services to that customer, to its agents and its affiliates tllat provide
commllnications~related services. A teleconununlcations carrier may also pemlit such person or entities to
obtahl access to such CPNI for such purposes. Except for use and disclosure of CPNI that is pennitted
without customer approval under section §64.2005, or that is described in this paragraph, or as otherwise
provided in section 222 of the Communications Act of 1934, as amended, a telecommunications carrier
may only use, disclose, or permit access to its customer's individually identifiable CPNI subject to opt-in
approval.

The Compally does not use CPNl for any purpose (illeludillg marketing communications-related
services) all/I does not disclose or grallt access 10 CPNl to any party (Includillg to agel/ts 07 affiliates that
provide commullications-related services), except as permitted under 47 U.S.C. § 222(d) alld Rule
64.2005,
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Section 64.2008 Notice required for use of customer proprietary network Information.

(a) Notification, Generally. (1) PrIor to any solicitation for customer approval, a
telecominunications carrier must provide notification to the customer of the customer's right to restrict use
of, disclose of, and access to that customer's CPNJ.

(2) A telecommunications carrier must maintain records of notification, whether oral, written or
------;;eTecfronrc;rorarleast one year.

(h) Individual notice to customers must be provided when soliciting approval to use, disclose, or
permit access to customers' CPNJ.

(c) Content ofNotice. Customer notification must ptovide sufficient information to enable the
customer to make an informed decision as to whether to pennit a carrier to use, disclose, or pelmit access
to, tile customer's CPNI.

(I) The notification mnst state that the customer has a right, and the carrier has a duty, under
federal law, to protect the confidentiality of CPNI.

(2) The notification must specify the types of information that constitute CPNI and the specific
entities that will receive the CPNJ, describe the pnrposes for which CPNI will be used, and inform the
customer ofhis or her right to disapprove those uses, and deny or withdraw access to CPNI at any thue.

(3) The notification must advise the customer of the precise steps the customer must take in order
to grant or deny access to CPNJ, and must clearly state that a denial of approval will not affect the
provision of any servi.ces to which the customer subscribes. However, carriers may provide a brief
statement, in a clear and nentral language, describing consequences directly resulting fi'om the lack of
access to CPN!.

(4) The notification must be comprehensible and must not be misleading.

(5) If written notification is provided, the notice must be clearly legible, use sufficiently large
type, and be placed in an area so as to be readily apparent to a customer.

(6) If any portion of a notification is translated into another language, then all portions of the
notification must be translated into that language.

(7) A carrier may state in the notification that the customer's approval to use CPNI may enhance
the carrier's ability to offer products and services taUored to the customer's needs. A carrier also may state
in the notification that it may be compelled to disclose CPNJ to any person upon affirmative written request
by the customer.

(8) A carrier may not iuclnde in the notification any statement attempting to encourage a customer
to freeze tllird-party access to CPN!.

(9) The notification mnst state that any approval, or denial of approval for the use of CPNl
outside of the service to which the customer already subscribes from that carrier is valid until the customer
affirmatively revokes or limits such approval or deniaL

(10) A telecommunications carrier's solicitation for approval mnst be proximate to the
notification ofa cnstomer's CPNJ rights.

The Company's CPNI policies reqllire tltat customers be notified Of their rigltts, and ti,e Company's
obligations, with respect to CPNI prior to any solidlationjor customer approvaL All required cllstomer
/lotlces (wltetlter wtitten, oral or eiectronlc) comply wit" tTte requitemellts of Rule 64.2008. Tlte
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CompallY maintaills records of all required customer notices (whe/lter ..rit/en, oral or electMlIic) for a
minimum ofone year.

(d) Notice Requirements Specific to Opt-Out. A telecommunications carrier must provide
notification to obtain opt-ont approval through electronic or written methods, bnt not by oral
communication (except as provided in paragraph (I) of this section). The contents of any such notification
must comply with the requirements ofparagraph (c) of this section.

(1) OuTiers must wait a 30-day minimum period of time after giving customers notice and an
opportunity to opt-out before assuming customer approval to use, disclose, or permit access to COO. A
carrier may, in its discretion, provide for a longer period. Carriers must notify customers as to the
applicable waiting period for a response before approval is assumed.

(i) In the case of an electronic form of notification, the waiting period shall begin to run from the
date on which the notification was sent; and

(Ii) In the case of notification by mail, the waiting period shaU begin to run on the third day
following the date that thenotification was mailed.

(2) CalTiers using the opt-out mechanism must provide notices to their customers every two
years.

(3) Telecommunications carriers til.t usc e-mail to provide opt-out notices must comply with the
following requirements in addition to the requirements generally applicable to notification:

(i) Carriers must obtain express, verifiable, prior approval from COllsumers to send notices via e­
mail regarding their service in general, or CPNI in particular;

(ii) Can·iers must allow customers to reply directiy to e-mails containing CPNI Ilotices ill order to
opt,.out;

(iii) Opt-out e-mail notices that are retmned to the carrier as undeliverable must be sent to the
.customer in another form before carriers may consider the customer to have received notice;

(iv) Carriers that use e-mail to send CPNI notices must ensure tltat the subject line ofthe message
clearly and accurately identifies tite snbject matter ofthe e-mail; and

(v) Telecommllnications carriers must make available to every customer a method to opt-out that
is of no additional cost to the customer and that is availahle 24 hours a day, seven days a week. Carriers
may satisfy this requirement through a combination of methods, so long as all customers have the ability to
Opt-Ollt at no cost and are able to effectuate titat choice whenever they choose.

The Compally does not cnrrellt/y solicit "opt out" customer approval for the nse or disclosure of CPNL
Tlte CompallY does 1l0t use CPNI for allY purpose (Incltldlng marketillg commulIlcatlolls-related
services) alld does Ilot disclose or grant access to CPNI to allY party (includlllg to agmts or affiliates tllat
provide cOllllllulllcatlollS-related services), except as permitted nllder 47 U.S.G. ,1$ 222(d) alld Rule
64.2005.

(e) Notice Requirements Specific to Opl-In. A telecommunications carrier may prOVide
notification to obtain opt-in approval tltrongh oral, written, or electronic methods. The contents ofany such
notification must comply with the requu·ements of paragraph (c) of Ibis section.

The Company does 1I0t currelltly solicit "opt Ill" customer approval for tile use or disclosure of CPNI.
The Compally does not nse, disclose or grallt access to CPNI for a:tly purpose, to allY party or ill allY
manner that would require a customer's "opt ill" approval under the Commission's CPNI Rules.
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(I) Notice Requirements Specific to One-Time Use ofCPNI. (1) CalTiers may use oral notice to
obtain limited, one-time use of CPNI for inbound aud outbound customer telephone contacts for the
duration'ofthe cal1, regardless of whether carriers use opt-out or opt-in approval based on the nature of the
contact.

(2) The content, of auy snch notification must comply Witll the requirements of paragraph (c) of
, __-:t",his section, except that teleconnuunications calTiers may omit any ofthe follOWing notice provisions ifnot

----~-~ re16vant to flie1fiiilted use for wniChllie carrier seel<SCf5'NT:~~'

(i) CalTiers need not advise customers that if they have opted-out previously, no action is needed
to maintain the opt-out election;

(il) Carriers need not advise customers that they may share CPNI with their affiliates or third
parties and need not name those entities, if the limited CPNf usage will not result in nse by, or disclosure
to, an affiliate or third party;

(iii) Carriers need not disclose the means by which a customer can deny or withdraw future access
to CPNl, so long as carriers explaul to customers that the scope ofthe approval the carrier seeks is limited
to onewtime lIse; and

(Iv) Carriers may omit disclosure of the precise steps a customer must take in order to grant or
deny accesS to CPN!, as long as the calTier clearly communicates that the customer can deny access to his
CPN! for the call.

In instances wltere tlte Company seeks aile-time customer approval for tlze use or disclosure of CPNI,
tlte Company obtains such approval lu accordance wltlt tlte disclosures, methods and requlremems
contilined In Rule 2008(j).

•
Section 64.2009 Safeguards reqnired for use ofcustomer proprietary network lufol·mation.

(a) Telecommunications carriers must implement a system by which the status of a customer's
,CPNI approval can be clearly established prior to the use ofCl'NI.

Tlte Company's billing system allows auiltorlzed company personnel to easily determine tIle status ofa
customer's CPNI approval on the customer accoum screen prior to tlte use or disclosnre ofCPNL

(b) Teleconnnunications carriers must train their persounel as to when they are and are uot
authorized to use CPNI, and cmiers must have an express disciplinary process in place.

Tlte Company has established CPNI compliance policies Iflat h,clude employee training on restrictions
on the use and disclosure of CPNI and required safeguards to protect against unautIlor/::'ed use or
disclosure of CPNL Employees Itave signed that they mllierstalld tlte CPNI policies and a violation of
those policies will result ill disciplinary action.

(c) All carriers shall maintain a record, electronically or in some other manner, of their own and
their affiliates' sales and marketing campaigns that use their customers' CPN!. All carriers shall maintain a
record of all instauces where ePN] was disclosed or provided to third pa11ies, or where third parties were
allowed access to CPN!. The record must include a description of each campaign, the specific CPNI that
was used in the campaign, and what products and services were offered as a part ofthe campaign. CalTiers
shall retain the record for a minimum ofone year,

Tlte Company's CPNI policies require that all sales and marketing campaiglls including those utilizing
CPNI be recorded and kept on file for at least one year. Records are also maintainedfor disclosure or
access to CPNI by thirdparties. Tlte records include tlte required information listed in Rule 64.2009(c).
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•

(d) Telecommunications calriers must establish a supervisory review process regal'ding carrier
compliance with thc ruies in this subpart for out-bound marketing situations and maintain records of carrier
compliance for a minimum period of one year. Specifically, saies persolmel must obtain supervisory
approval of any proposed out-bound mal'keting request for customer approval.

The Company's CPNJ policies require employees to obtain approval from tire Company's CPNI
CamplfMce Off]"er [/21 allmCl.rketirrg camJlillgns, Incilldu1fI: those lItillz!Jlg CRN], prior to IlIltlatillK"tl;::'a"'t _
campaigll. Record of the marketillg campaigns, alollg with the appropriate sllpervisory approval Is
maintainedfor at least Qne year.

(e) A telecommunications carrier must have an officer, as an agent of the carrier, sign and file
with the Commission a compliance certificate on an annual basis. The officer must state in tile certification
that he or she has personal knowledge that tile company has established operating procedures that are
adequate to ensure compliance with the rules in tWs subpmt. The carrier must provide a statement
accompanying the certificate explaining how its operating procedures ensure that it is or is not in
compliance with the rules in this subprot. Tn addition, the calrier must include an explanation of any
actions taken against data brokers and a summary of all customer complaints received in the past yem'
concerning the unauthorized release of CPNl. Tins filing must be made annually with the Enforcement
Bureau on or before March 1 in EB Docket No. 06-36, for data pertaining to the previous calendar year.

Tlte required officer certificatioll, acllolls takell agaillsi data brokers alld slimmary of customer
complaint documellis are illclllded with this accompollyillg statemellt. Tlte Compally will file these
docaments Oil an allnllal basis 011 or before March 1 for data pertalnillg to tlte previolls calelldaryear.

(I) Carriers must provide written notice within five business days to the Connnission of any
instance where the opt-out mechanisms do not work properly, to such a degree that consumers' inability to
opt-out is more than an anomaly.

(1) The notice shall be in the fonn ofa letter, and shall include the carrier's name, a description of
the opt-out mechanism(s) used, the problems(s) experienced, the remedy proposed and when it wiJi be/was
implemented, whether the relevant state commission(s) has been notified and whether it has taken any
action, a copy ofthe notice provided to customers, and contact information.

(2) Such notice must be submitted even ifthe carrier offers other methods by which consumers
may opt-out.

Vie Compally does /IOi cllffelltly solicit "opt out" clistomer approvalfor the use or disclosure ofCPNl.

Section 64.2010 Safeguards on the disclosure of customer proprietary network information.

(a) Safeguardillg ePN!. Telecommuuications cmTiers must take reasonahle measures to discover
and protect against attempts to gain unauthorized access to CPNT. Telecommunications carriers must
properly authenticate a customer prior to disclosing CPNI based on customer-initiated telephone contact,
online account access, or an in~store visit.

Tke CompallY's CPNI policies alld employee traillillg illcilide reasollable measures to discover alld
protect agaiust activity that Is ludicatlve ofpretextlllg alld employees are lustTl/cted to lIotifY the CPNI
Comp/lance Ofjlcer ifallY sllch activity is slispected.

(b) Telepholle access to CPN!. Telecommunications carriers may only disclose call detail
information over the telephone, based on customer-initiared telephone contact, if the customer fIrst
provides the carrier with a password, as described in paragraph (e) of this seelion, that is not prompted by
the carrier asking for readily available biographical information, or account information. If the customer
does not provide a password, the telecommunications carrier may only disclose call detail information by
sending it to the customer's address of record, or, by calling the customer at the telephone number of
record. If the customer is able to provide call detail infonnation to the telecommunications carrier during a
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customer-initiated call wlthout the telecommunications carrier's assistance, then the telecommunications
carrier is permitted to discuss the call detail information provided by the customer,

The Company's CPNI policies ensUre Ihal a cuslomer is on{y able /0 access call delalllnformalion over
Ihe lelephone in one of Ihe ways lisled in Rule M.2010(b). If the customer call1lOt remember their
password, Ihey are prompled to answer a security question. Neither Ihe password /lor the security

______._,--!J!!estiol'..!!!.'O based OTT rea,1.!ly available blog!!!.J!!!:!!:.!!~ag!!!!.-!'!..!!E:£!!JII hT/ormatiofl. Custom~:;:ro;- _
service represefltatTves are instructed 10 autheTlticale cuslomers over tlte telepltoTTe in all imtances excepl
in the cose where lite customer provides the call detail hiformatioTT without tlte assistance of the
Compally.

(c) Online access to CPN!, A telecommunications catTier must authenticate a customer without
the use of readily available biographical information, or account infonnation, prior to allowing the
customer online access to CPNI related to a telecommunications service account. Once authenticated, the
customer may only obtain online access to CPNI related to a telecommunications service account through a
password, as described in paragraph <e) ofthis section, that is not prompted by the catTier asking for readily
availa.ble hioP.Tanhical infonnation. or account infonnation.

The company authenticates customers without the use of readily available biographical or account information prior to
allowing on access to CPNI related to an account. Once authenticated, the customer may only obtain access to CPNI
through a password, that is not prompted by readily available biographical or account information.

<d) In-Store access to CPNI. A telecommunications carrier may disclose CPNI to a customer
who, at a can'ier's retail location, first presents to the telecommunications catTier or its agent a valid photo
ID matching the customer's account infonnation.

The Company does not have retail locations.

• (e) Establishment oj a Password and Back-up Aulhentication Methods jor Lost or Forgotten
Passwords. To establish a password, 'a telecommunications cat'rier must authenticate the customer without
the use of readily available biograpllical information, or account information. Telecommunications calTiers
may create a back-up customer authentication method in tile event ofa lost or forgolien password, bnt such
,back-up customer autiIentication methOd may not prompt the customer for readily available biographical
'information, or account information. If a customer cannot provide the con'ect password or the correct
response for the back-up customer authentication method, the customer must establish a new password as
described in this paragrapll.

Tire Company's CPNl policies allow for a jew ways 10 eslablish a password, all of whiclr ensure
compliance witlr the above paragraph. Each method also allows the cuslomer /0 establisIT « back-up or
security queslion h, the eVeTlt tITat they jorget IITeir pllssword. ITT no eveflt does tl,e CompaTTy use relldifJi
available biographical iTTformation or aecount inj'ormatlon as a back-up question or as a means to
establish a' password or authenticate tlte customer.

(I) Notificatlon oj account changes. Telecommunications carriers must notify customers
immediately whenever a password, cnstomer response to a back-up means of authentication for lost or
forgotten passwords, online account, or address of record is created or changed, This notification is not
required when the customer initiates service, including the selection of a password at service initiation.
"Dlis notification may be through a calTier"originatcd voicemail or text message to the telephone number of
record, or by mail to the address of record, and must not reveal the changed information or be sent to the
new account information.

The company will notify a customer immediately when account changes occur, including a password, a response to a
back~up means of authentication, or address of record. The notification will be through a carrier~originated voicemail or
text message to the telephone number of record, or by mail to the address of record, and will not contain the changed
information or be sent to the new account information.
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(g) Business Customer Exemption. Telecommunications carriers may bind themselves
contractually to authentication regimes other than those described in this section for services they provide
to their business customer that have both a dedicated account representative and a contract that specifically
addresses the carriers' protection ofCPNI.

Tile Company does nol utilize Ille busilless cUSlomer exception at tllis time.

Section 64.2011 Notification of customer proprietary Iletwork information secnrity
breaches.

(a) A teleconununications carrier shall notify law enforcement of a breach of its customers' CPNJ
as provided in this section. The carrier shall not notify its customers or disclose the bl'each puhlicly,
whether voluntarily or under statc or local law or these rules, until it has completed the process ofnotifying
law enforcement pnrsuant to paragraph (b).

(b) As soon as practicable, and in no event later than seven (7) business days, after reasonable
detennination of the breach, the telecommunications carrier shall electronically notify the United States
Secret Service (USSS) and the Federal Bureau of investigation (FBI) through a central reporting facility.
The Commission will maintain a link to the repOlting facility at http://www.fcc.gov/eb/cpni.

(1) Notwithstanding any state law to the contrary, the carrier shall not notify customers or
disclose the breach to the'pnblic until 7 full business days have passed after notification to the USSS and
the FBI except as provided in paragraphs (2) and (3).

(2) If the carrier believes that there is an extraordinarily urgent need to notify any class ofaffected
customers sooner than otherwise allowed under par.graph (1), in order to avoid inunediate and irreparable
harm, it shall so indicate in its notification and my proceed to innnediately notify its affected customcrs
only after consultation with the relevant investigating agency. The carrier shall cooperate with the relevant
investigating agency's request to minimize any adverse eftects of such customer notification.

(3) If the relevant Investigating agency detennines that the pnblic disclosure or notice to
:customers wonld impede or compromise an ongoing 01' potentIal criminal investigation or national security,
such agency may direct the carrier not to so disclose or notify for an initial period of up to 30 days. Such
period may be extended by the ageney .s reasonabie necessary in the judgment of the agency. If such
direction is given, the agency shall notIfy the carrier when it appears that pnblic disclosure or notice to
affected customers will no longer impede or compromise a criminal investigation or national security. The
agency shall provide in writing its initial direction to the carrier, any subsequent extension, and any
notification that notice will no longer impede or compromise a criminal investigation or national security
and such writings shall be contemporaneously logged on the same reporting facility that contains records of
notifications filed by carriers.

(c) Recordkeeping. All carriels shall maintain a record, electronically or in some other manner, of
any breaches discovered, notification made to ti,e USSS and the FBI pursuant to paragraph (b), and
notification made to customers. The record must include, if available, dates ofdiscovery and notification, a
detailed description of the CPNl that was the subject of the breach, aud the circnmstances of the breach.
Carriers shall retain the record for a minimum on years.

Tile Company lias policies alld procedures III piace to ellsure compliallce with Rule 64.2011. When it Is
reasonably determilled Ihat a breach lias occurred, Ihe CPNI Compliance Offwer will notify law
ellforcemenl and ils customer In Ihe required Ilmeframe.v. A record oftlte breach will be mailltailledfor
a millimum of two years and will incillde all informatioll required by Rille 64.20II.
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